
Common Scams and How To Avoid Them 

Latin Lotto 

The scam works as follows: 

The victim is approached by a suspect, usually female and fluent in Spanish. The suspect claims 

to need help cashing a winning lottery ticket and needs money to pay taxes and fees. At some 

point during the contact a second suspect, usually male, approaches and offers to help. The 

male will contact a third accomplice on speaker phone who claims to be a lottery official and 

verifies that the ticket is a winner for millions and that the taxes and fees need to be paid for 

them to release the money. 

The suspects then convince the victim to withdraw a large amount of money from the bank and 

give it to them with the promise that they will repay the victim four to five times their 

investment. After the victim gives the suspects their money, they disappear leaving the victim 

with no money and very little identification of the suspects. 

How to avoid: 

If you are approached by anyone offering this type of scam, please do not try to “play along”. 

Tell them you are not interested in helping them and contact the Escondido Police Deptment or 

your local agency immediately. Try to provide a good physical description and any vehicle 

information if you see one. 

 

Help! I’m in jail/ My car broke down / I’ve been arrested! 

The scam works as follows: 

A caller will pose as a relative or acquaintance and claim they are in some sort of trouble. They 

will sometimes be crying or screaming making it difficult for the victim to determine if the voice 

is actually a person they know. The victim will be told not to contact other relatives because the 

other party is embarrassed.  The victim will be asked to purchase pre-paid debit cards or give 

bank account numbers to the caller. 

How to avoid: 

Contact other relatives first and find out if the person calling is actually a family 

member/acquaintance. Never provide personal or banking information over the phone unless 

you initiated the call.  The Escondido Police Department does not provide a bail service. Any 



bail must be arranged through the Vista Detention Facility. The San Diego Sheriff’s Department 

has a “Who’s in Jail” section on their website and you may check to see if your 

relative/acquaintance is in need of bail. Often, the elderly are targeted. Speak to your elderly 

relatives about the possibility they will get calls of this nature, and urge them to contact other 

family members to verify what is being told to them before making any financial decisions. 

 

 

IRS / Warrant for your arrest 

The scam works as follows: 

A caller will pose as an IRS agent and tell the victim that he or she is behind on tax payments 

and owe the IRS a large sum of money. They will tell the victim that the police have been 

notified and are going to arrest the victim on a warrant. They tell the victim the only way to 

avoid going to jail is to purchase pre-paid debit cards and call back with the card numbers or 

mail them to an address. Typically the scammers will keep contacting the victim until they 

realize it is a scam. 

How to avoid: 

The IRS will never ask for payment with a pre-paid debit card. They will not call you demanding 

payment over the phone.  If you have any questions regarding any tax related matter please 

contact the local San Marcos office at (760) 736-7355. 

 

Utilities Scam Water/Power/Phone Service 

 

The scam works as follows: 

A caller will pose as a utility company and tell the victim that their power/water/phone service 

is going to be disconnected unless they make an immediate payment. They will instruct the 

victim to buy a pre-paid debit card and call back with the numbers or mail it to an address. 

Alternatively they will ask for personal and/or bank account information.  

How to avoid: 

Call your local utility company prior to paying any bill over the phone. Do not use phone 

numbers provided by an unknown caller. Use the internet, 411 or a phone book to find the 



customer service line for the company. Verify whether or not your account is delinquent and 

arrange payment by personal delivery to their office. Never provide personal or banking 

information over the phone unless you initiated the call. 

 

Home Repair Scam 

The scam works as follows: 

The victim will be contacted at home by a “contractor” who will tell the victim that they need 

extensive roof or other home/driveway repair. They will give an inflated price and then tell the 

victim they feel bad and will give the victim a “deal”. They tell the victim they need a down 

payment before they can begin work. The “contractor” will disappear with the money or do 

very little work and then disappear. 

How to avoid: 

Ask any contractor for their license number. Contact the Contractors State License Board for 

the State of California. They can verify the license number and company name and whether the 

license is current or not. All home repairs in excess of $500 require a license. Additionally, 

contact the Better Business Bureau and inquire about the business standing. Any reputable 

contractor should also be willing to provide references to past customers/jobs.  Never provide a 

down payment more than $1000 or 10% of the total cost, whichever is smaller.  

 

I.D. Theft/Phishing Scam 

The scam works as follows: 

You receive a phone call or email from an unknown source. They will often pose as your bank, 

lending institution or other legitimate business relationship and most often look authentic. 

They will say that your account has been compromised or any other reason that will prompt 

you to give out your personal information including passwords, account numbers, date of birth, 

social security number or credit card details. They will send links that take you to a site which 

may look legitimate, but is actually spoofed by the scammers. Armed with this information, the 

scammers use it to make fraudulent purchases with your accounts. 

How to avoid: 



Never provide personal or banking information, passwords or login names by email or over the 

phone unless you initiated the call. Do not click on links in any email asking for sensitive 

information. Use a search engine to find the customer service department of the company and 

contact them independent of the email to verify its authenticity.  

 

Work-at-home scam 

How the scam works: 

You apply for a job over the internet and have no interview or an interview over the phone. The 

“company” hires you to perform a task which usually involves going out to purchase items of 

some sort. They send you a check for an amount that is above what is required to complete the 

task. The “company” asks you to cash the check and keep a small portion of the money to 

complete the task and as your “salary.” They tell you to wire the rest of the money via money 

order or pre-paid debit cards to another location. The check will soon come back as 

fraudulent/forged and the victim is out the entire amount. 

How to avoid: 

Wait for any check to clear prior to removing the funds. Banks, in order to provide good 

customer service, will typically make the funds available to you immediately after deposit. The 

bank (and you) will not find out that the check is fraudulent for several days. Ask the bank if 

they will withhold the funds until the check clears. If not, wait several days and recall the bank 

to check to see if it has cleared. Do not remove any money from your account until you are told 

by the bank that the check is legitimate. 


